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This Confidential Information is being provided to De-ICE.net as a deliverable of this consulting engagement.  The sole purpose of this document is to provide you with the results and recommendations of this engagement.  Each recipient agrees that they will follow the distribution restrictions according to the agreement between this consulting agent and De-ICE.net.
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Network Penetration Test
De-ICE.net IPT Network Assessment
Executive Summary
De-ICE.net engaged this consultant to conduct a focused Network Penetration Test on a quantified number of systems in their network.  These systems were identified by the host numbers 192.168.2.101 and 192.168.2.102.  The purpose of this engagement was to identify and prioritize the security vulnerabilities on the identified systems.  The engagement was launched on [START DATE] and included 2 days of testing, analysis, and documentation.  This test was conducted remotely from [CONSULTANT NETWORK IP RANGE].

The following security issues were identified during the course of the Network Penetration Test:

· Finding 1

· Finding 2

· Finding 3

The following suggestions are recommended to mitigate the findings:

· Solution 1

· Solution 2

Solution 3

Network Penetration Test Assessment
Introduction
De-ICE.net engaged this consultant to conduct a focused Network Penetration Test on a quantified number of systems in their network.  These systems were identified by the host numbers 192.168.2.101 and 192.168.2.102.  The purpose of this engagement was to identify and prioritize the security vulnerabilities on the identified systems.  The engagement was launched on [START DATE] and included 2 days of testing, analysis, and documentation.  This test was conducted remotely from [CONSULTANT NETWORK IP RANGE].
Additionally, the third-party contractor has been given explicit permission to perform the following tests:

   1. Denial of service attacks

   2. Brute force attacks

   3. Additional tests as needed, as long as they do not violate the conditions listed in the section titled “Restrictions.”
Restrictions

The following restrictions were present during the Network Penetration Test:

1)  The third-party contractor cannot use an IP address within the 192.168.2.100-255 range. The following IP addresses have been reserved for the use by outside contractors and visitors: 192.168.2.5 - 192.168.2.90.

2)  All tests will be restricted to the systems identified by its IP address as 192.168.2.0/24. No other network elements will be targeted.

3)  The system's security posture may not be lowered; no additional vulnerabilities or user accounts may be intentionally added to the system.

4)  The third-party contractor may not add or remove any programs on any system within the 192.168.2.0/24 network.

5)  All activity conducted against or within the system must be documented, to include all keystrokes performed by the penetration test engineer.

6)  A final report indicating all identified vulnerabilities and exploits will be provided to the company's engineering support within 90 days of the start of this engagement. The final document, including all supporting evidence, will be emailed to: IPT@heorot.net

7)  All information regarding the vulnerability of this system, or the data contained within the system, must be handled as confidential in nature. All sensitive information discovered may be included in the final document, however.
8) The third-party contractor may not perform the following tests:

Additionally, the consultant may not perform the following tests:

   1. Injection of "root-kits" or "back doors"

   2. Addition, modification, or removal of user accounts, to include (but not limited to): passwords, access levels, and name.

   3. Modification of those applications or files essential for continued operation of the system. This includes any files listed under the following directories: /etc, /var, /sbin, /lib, /dev 

It is understood that there is a risk the system will be rendered unusable. The system administration team has provided for quick restoration of the system, should it become unstable.

Architecture
Descriptive paragraph of the overall architecture to be examined.  Detailed information can be provided in following sections, or different sections can be created as needed.

Physical and Logical Architecture

Descriptive paragraph of the different architecture layers within the customer network.  This information can be detailed within separate sections, or can be discussed within each sub-section.

Physical Architecture

Sub-section discussing the physical architecture, and identifying any security issues within the design.

Logical Architecture

Sub-section discussing the logical architecture, and identifying any security issues within the design.

Support Systems

Sub-section discussing support systems associated with the target network.  This sub-section may be limited to document grinding if not included in initial penetration test agreement.

Analysis of Port and Vulnerability Scans

Sub-section discussing the port and vulnerability scans.  This should include both internal and external port scans as possible.
External Port Scan Results

Sub-section discussing external port scan results

Internal Port Scan Results

Sub-section discussing internal port scan results
Penetration Testing

Descriptive paragraph of the overall penetration test to be conducted.  Detailed information can be provided in following sections, or different sections can be created as needed.  This section is not intended to detail the step-by-step efforts conducted in the penetration test effort.  Rather, this section is intended to provide the reader with a high-level understanding of the threats present in the network, and possible solutions.

This section is a distillation of the actual penetration test, which is detailed in an appendix.

Customer Point of View (POV)

Results of penetration testing from within the customer network.

External POV

Results of penetration testing from without the customer network.

Backend / Support Systems

Results of penetration testing of the backend and support systems.

Overall Security Posture Observed in Pentest

Summary of security findings resulting from the penetration testing.
Penetration Testing Issues

Bullet list of issues identified within the penetration test.  Typically listed from most to least sever.

Penetration Testing Recommendations

Bullet list of recommendations by the consultant.  These should match the issues listed above.

Excluded Testing

Description of those tests that were not conducted.
Summary

Summary of findings.  This should match closely to those listed in the executive summary.

Areas Needing Further Review

Potential areas that were not examined during the penetration test, but should be included in future assessments.

Appendix A

Penetration test results.  This should include screenshots and proof of the findings.

Appendix B

Additional information as needed.
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